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DIGITAL TECHNOLOGIES

(INTERNET, SOCIAL MEDIA AND DIGITAL DEVICES)

 Purpose:
To ensure that all students and members of our school community understand:

(a) our commitment to providing students with the opportunity to benefit from digital technologies to support and enhance learning and development at school [including our 1-to-1 personal device program or insert other appropriate programs as relevant to your school]

(b) expected student behaviour when using digital technologies including the internet, social media, and digital devices (including computers, laptops, tablets)

(c) the school’s commitment to promoting safe, responsible and discerning use of digital technologies, and educating students on appropriate responses to any dangers or threats to wellbeing that they may encounter when using the internet and digital technologies

(d) our school’s policies and procedures for responding to inappropriate student behaviour on digital technologies and the internet
              This policy applies to all students at Belgrave South Primary School.  

Staff use of technology is governed by the Department’s Acceptable Use Policy
Definitions
For the purpose of this policy, “digital technologies” are defined as being any networks, systems, software or hardware including electronic devices and applications which allow a user to access, receive, view, record, store, communicate, copy or send any information such as text, images, audio, or video. 

Scope:

· To familiarise students with hardware and software of both Windows and masOS. 
· To improve student learning outcomes by increasing access to worldwide information. 
· To collaborate and or liaise with other individuals/organisations.

· To meet Victorian Curriculum standards with regards to Digital Technologies skills, knowledges and abilities. 
· To be safe and responsible device and internet users. 
Implementation:

· P-4 students are timetabled x2 session in the library per week to access the desktop machines running Windows operating systems. Gr. 5 & 6 students are timetabled one session per week as they have a 1:1 iPad Program (majority school leased, small number are BYO). BYO students must have Apple Classroom and Zuludesk installed for app management. Parents must supply their own casing and protective screen. Students are responsible for ensuring their iPads are charged for school each day.
· Classroom teachers are responsible for the planning and integration of Digital Technologies as indicated by the Victorian Curriculum.

· Students in P-2 are given a generic access code to access the school’s network drives and suite of programs. Students in gr. 3-6 are given individual CASES usernames and personal logon codes for the same access. They also have a dedicated ‘Home’ drive which only they themselves can access and save files. There are several communal drives with shared access as well as staff only drive. 
· Students from P-6 have also been given Google accounts through a partnership with DET for the purposes of WebEx conferencing and students in Gr. 5 & 6 utilise Google Classroom through their 1:1 iPad program. The teaching of how to use online platforms effectively and safely will be taught at school. 
· Staff reserve the right to use Zuludesk and Apple Classroom to temporarily lock or confiscate student iPads if they breach the conditions listed in the user agreement.   
· All students shall be responsible for notifying their teacher of any inappropriate material that is accessed or created and action can be taken.
Implementation (continued):
· Signed parent and student consent (see appendix) is required to be completed in order to gain access to the internet, publish work, photos or videos on the internet. 
· Privacy of students, parents, staff and other users must be recognised and respected at all times. When identifying students, only the student’s first name and last initial will be used.
· Deliberate defacing or damaging of ICT equipment may result in parents being billed for repair or replacement at the principal’s discretion. 
· Staff at BSPS store all their curricular planning documents via Google Drive for live collaborative editing and final versions are saved to the school’s online portal: ‘Compass.’ Assessment tasks and their reporting are scheduled periodically. As units commence, parents are notified electronically and summative learning tasks with written feedback are pushed electronically after the units are completed.
· All staff at BSPS have administration rights to Compass in order to efficiently communicate with the parent community. General notifications, photos, links to videos etc. will be posted via this service and parents are expected to read the material posted. If parents do not have a smartphone, arrangements for hardcopy notifications will be made. 

· Audio/visual content e.g. iMovies, Stop Animation, mash-ups etc. that are posted via Compass will be stored on YouTube however there are privacy restrictions in place: 

a) The links are ‘unlisted’ which means they can’t be found using the search function. 

b) The comment field, rating, view number and like/dislike functions will be removed to minimise any risk of cyber bullying.  

c) The videos will be removed after students complete Year 6. Similarly, all student content on Home ‘H’ drives will be deleted.
· Photo/video content may be uploaded to a teacher created ClassDojo account, as the material is only viewable by parents/guardians within that class via unique access code. Parents/guardians can access the feed on their phone, tablet or computer much like an Instagram account. Any inappropriate or demeaning comments from a parent/guardian will result in the photo(s) being removed, cancellation of the parent/guardian account or the teacher ceasing to use the program. The accounts are archived by the teachers at years end. 
· Our school actively supports access by students to the widest variety of information resources available, accompanied by the development of the skills necessary to filter, analyse, interpret and evaluate information encountered.
· All staff at our school will have censorship filtered internet and email access. All students and staff will have their own password protected internet account and log on. Such access is a privilege that infers responsibility, and not simply a right to be expected. Teachers have access to YouTube via a different proxy, students are prohibited. 
· An ICT coordinator will be appointed; who will liaise with staff and the support technician to manage all email access, web filters, troubleshooting issues, monitoring hardware, advising the principal of future item purchases for proficient ICT integration for teaching and learning. The school endeavours that information published on the internet by students or the school is of a high standard, meets legal requirements and standards of general practice within the community in relation to copyright, safety and decency. 
Implementation (continued):

Mobile Phones 

· Students that have mobile phones must hand them in to either the office or their classroom teacher for security. They can claim them from the office of classroom teacher at the end of each day. They must not be used within school grounds upon arrival prior to 8.50am or at any stage throughout the school day. Teacher’s reserve the right to confiscate them until day’s end at their discretion.
Smart Watches 

· Students can wear Smart Watches but if they are deemed to be distracting/interrupting the learning of others, the teacher can temporarily confiscate them until day’s end at their discretion. 
Printing 

· Students may print work in black and white or colour but must receive teacher approval first.
            Safe and appropriate use of digital technologies

 Digital technology, if not used appropriately, may present risks to users’ safety or wellbeing. At Belgrave         South Primary School, we are committed to educating all students to be safe, responsible and discerning in the use of digital technologies, equipping them with skills and knowledge to navigate the digital age.

At Belgrave South Primary School, we:

· use online sites and digital tools that support students’ learning, and focus our use of digital technologies on being learning-centred

· restrict the use of digital technologies in the classroom to specific uses with targeted educational or developmental aims

· supervise and support students using digital technologies in the classroom

· effectively and responsively address any issues or incidents that have the potential to impact on the wellbeing of our students

· have programs in place to educate our students to be promoting safe, responsible and discerning use of digital technologies, including [insert details of specific programs]

· educate our students about digital issues such as online privacy, intellectual property and copyright, and the importance of maintaining their own privacy online

· actively educate and remind students of our Student Engagement policy that outlines our School’s values and expected student behaviour, including online behaviours

· have an Acceptable Use Agreement outlining the expectations of students when using digital technology at school

· use clear protocols and procedures to protect students working in online spaces, which includes reviewing the safety and appropriateness of online tools and communities, removing offensive content at earliest opportunity

· educate our students on appropriate responses to any dangers or threats to wellbeing that they may encounter when using the internet and other digital technologies

· provide a filtered internet service to block access to inappropriate content

· refer suspected illegal online acts to the relevant law enforcement authority for investigation

· support parents and carers to understand safe and responsible use of digital technologies and the strategies that can be implemented at home through regular updates in our newsletter and annual information sheets.

Distribution of school owned devices to students and personal student use of digital technologies at school will only be permitted where students and their parents/carers have completed a signed Acceptable Use Agreement.

It is the responsibility of all students to protect their own password and not divulge it to another person. If a student or staff member knows or suspects an account has been used by another person, the account holder must notify classroom teacher, ICT coordinator or Administration as appropriate, immediately.

All messages created, sent or retrieved on the school’s network are the property of the school. The school reserves the right to access and monitor all messages and files on the computer system, as necessary and appropriate. Communications including text and images may be required to be disclosed to law enforcement and other third parties without the consent of the sender.

Student behavioural expectations 

When using digital technologies, students are expected to behave in a way that is consistent with Belgrave South Primary School’s Statement of Values, Student Wellbeing and Engagement policy, and Bullying Prevention policy.

When a student acts in breach of the behaviour standards of our school community (including cyberbullying, using digital technologies to harass, threaten or intimidate, or viewing/posting/sharing of inappropriate or unlawful content), Belgrave South Primary School will institute a staged response, consistent with our policies and the Department’s Student Engagement and Inclusion Guidelines. 

Breaches of this policy by students can result in a number of consequences which will depend on the severity of the breach and the context of the situation.  This includes:

· removal of network access privileges

· removal of email privileges

· removal of internet access privileges

· removal of printing privileges

· other consequences as outlined in the school’s Student Wellbeing and Engagement and Bullying Prevention policies.

Review Cycle

This policy was ratified by School Council in July 2020 Reviewed July 2023
DEVICE/INTERNET / EMAIL /iPad CODE OF PRACTICE
Student Agreement 
I agree to use the Internet, email and similar cyber tools at our school in a responsible manner for purposes stated by my teacher. If I find myself in unsuitable cyber locations, I will immediately click on the home or back button and inform my teacher. 

When working on the internet I will:

· Only work on the web for purposes specified by my teacher

· Not give out information such as my surname, address, telephone number, parents’ work address/telephone number or passwords.

· Never send a person my picture or someone else’s, without first checking with my teacher.

· Always have my teacher’s permission before sending e-mail or cyber messages.

· Compose e-mail messages using only language I understand is acceptable in my school.

· Not compose, send or respond to any messages that are unpleasant or make me or others feel uncomfortable in any way.  It is not my fault if I get a message like that, but it is my fault if I send one.

· Not use material from other web sites unless I have permission for the person who created the material.  If I am unsure, I will check with my teacher.

· Not use the internet to frighten, threaten, annoy or bully other people. This may be illegal.

· Follow school guidelines and procedures when preparing materials for publication on the web.

· Understand that my iPad access is under teacher discretion: user responsibility for apps (downloads) and any other websites/material must be adhered to. If students are found to be accessing inappropriate material e.g. Google Images, they will forfeit the right to use an iPad and face any consequences as per the discipline policy.  

· Let the Gr. 6 ICT monitors will be appointed to do charge and lock the iPads at days end. 

· Students must treat the iPads with respect i.e. close cases and return properly to storage boxes, not fiddle with settings or apply passcodes as such etc. I understand that if I for some reason, decide to deface or deliberately damage any equipment, my parents may be liable for repair or replacement costs.

I understand that breaches of these conditions will see me lose device access rights for a period of time determined by my teacher, ICT coordinator and or principal. 

	STUDENT NAME:
	

	STUDENT SIGNATURE:
	

	DATE:
	


Parent/Guardian Agreement:

I understand the school will provide adequate supervision and that steps have been taken to minimise risk of exposure to unsuitable material (Zuludesk, Apple Classroom, and Google Classroom). 

I do/do not consent to my child using the Internet at school for educational purposes in accordance with the Student Agreement above. 

I do/do not consent to my child having their first name (last initial) published on the school's website. 

I do/do not consent to my child having their picture published on the school's website. 

I do/do not consent to my child corresponding with others, using email or similar cyber tools.

	PARENT NAME:
	

	PARENT SIGNATURE:
	

	DATE:
	


Evaluation:

· This policy will be reviewed annually as part of the school’s regular review cycle. Next Review ………2021
   Belgrave South Primary School


Principal: Stuart Boyle                         


175 Colby Drive, Belgrave South 3160                                                                                                                    


Telephone: 03 9754 2505    Facsimile:   03 9754 6433


EMAIL: belgrave.south.ps@edumail.vic.gov.au    


WEB:  www.belgravesouthps.vic.edu.au


ABN: 333 96901 815














